
WIN32/INDUSTROYER
aka. Crashoverride

New threat for industrial control systems (ICS)

https://web-assets.esetstatic.com/wls/2017/06/Win32_Industroyer.pdf



Previous ICS threats

• BlackEnergy – developed by Dmyrtro Oleksiuk in 2007. Was 
used by Sandworm. Distributed as an attachment in emails. 
Performed DDoS attacks.

• Stuxnet – developed by Equation Group, uncovered in 2010. 
Attacked Iranian nuclear power station.

• Havex – developed by Energetic Bear, discovered in 2013.

Industroyer was the first one to attack eletrical power stations.



General information on Industroyer

• Used (possibly by Sandworm) in cyberattack on Ukraine's power 
grid on 17th December 2016. It cut fifth of Kyiv's power for one hour

• It's an entire configurable framework for attacking power grids. 
Attackers had to have broad, specialized knowledge of ICS

• Code is highly obfuscated
• Malware was able to control (electric) switches and circuit breakers. 

Attackers turned off relays, tried to turn off protective relays and 
then turn power back on to damage equipment and maybe even 
injure people. Fortunately, the data packets intended for protective 
relays were send to the wrong IP address.

• Siemens released an update that fixed these protective relays 
already in 2015.



High level 
overview

Names of payloads 
come from electri-
cal standards:
IEC 60870-5-101
IEC 60870-5-104
IEC 61850
OPC Data Access



Vector of 
attack

Firstly, the malware had 
to find a way inside the 
power grid company's 
network. Vector of 
attack is not known, 
but it could've been any 
popular one.

Method of gaining high 
privileges is also not 
known. (maybe 
mimikatz?)



High level 
overview



Main backdoor

• Attacker had to have admin privileges, to run it as Windows Service
• C&C server uses it to control other components via HTTPS and Tor
• Can be set to be active only on specific hours, although all 

samples tested were set to work 24/7, so the code looked weird...



Main backdoor commands



<- Persistance,
windows service 
connecting to Service 
Control Manager

<- machine binding or obfuscation

<- machine binding or obfuscation

Peek inside main backdoor's machine code.
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Additional backdoor

Safety feature (for attackers), in case main backdoor is deleted 
or disabled.

It's a trojanized version of Windows Notepad. It's fully 
functional but additionally executes malicious code (in form of 
a shellcode), which connects to a different C&C server and 
downloads payload.



<- start
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Launcher

Separate executable responsible for launching the payloads 
and the Data wiper component at specific dates, which 
were: 17th and 20th December of 2016.

Starts two highest priority threads:
1. Loads a payload DLL (name provided inside main 

backdoor's command, not hardcoded)
2. Waits 1 or 2 hours and loads Data wiper
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101 payload component

IEC 60870-5-101 – used for monitoring, controlling and 
communication with electric power systems (serial connection).

Victim

File

Scada

Normal communication



101 payload component

Victim

File

Malware Scada

Attacker terminates the 
victim's app's connection 
with file that controls RTU, 
and instead communicates 
with file directly with stan-
dard WriteFile, ReadFile of 
Window's API. Uses only 
COM1 port, but opens 
also 2nd and 3rd, so that 
they're blocked.



101 payload component

RTU

Payload iterates through all IOAs (input 
output devices) and performs three stages:
1. Switch IOAs to Off state
2. Switch IOAs to On state
3. Switch IOAs to Off state



104 payload component

IEC 60870-5-104 extends 101, so that the protocol can be 
transmitted over TCP/IP (and it's not very safe).

Payload, like others, is configurable, so that the malware can 
be used on different infrastructures. Example options:



104 payload 
at work

Finds IOAs and then constantly turns them on and off.



rr

61850 payload component

"This standard describes a protocol used for multivendor 
communication among devices that perform protection, 
automation, metering, monitoring, and control of electrical 
substation automation systems. The protocol is very complex 
and robust"

The component is a standalone malicious tool composed of 
.exe file and a dll.



61850 payload component

After execution:
1. Looks for i.ini file (with IPs). If it doesn't exist, scans 

network for all IPs and tries to connect to port 102 on each
2. Sends requests (using Connection Oriented Transport and 

Manufacturing Message Specification protocols) and 
gathers information about circuit breakers and switches

Information then can be sent to C&C server, so it can be used 
in other components or future attacks.



OPC DA payload component

OPC Data Access is a group of client-server standards for 
communicating real time data from devices like PLC to 
SCADA, ERP systems etc.

Once executed it enumerates all OPC servers and looks for 
items that contain: ctlSelOn, ctlOperOn, ctlSelOff, ctlOperOff, 
stVal, which means that the attackers are interested in OPC 
servers from ABB (microSCADA)



OPC DA payload component

When adding a new OPC 
group, attackers use 
name Abdul, which 
might be a slang term for 
ABB soltions.



OPC DA payload component

It also tries to 
change state of 
discovered items, 
by writing 0x01 
value, using 
IOPCSyncIO
interface.

Then sends gather-
ed information to a 
log file.
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Data wiper component

Used in final stage of attack to hide attacker's tracks and make 
recovery difficult.

Named haslo.dat or haslo.exe



Data wiper component

1. In "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services" it 
changes the ImagePath value to an empty string. This makes the 
system unbootable

2. Files with specific file extensions are deleted from drivers C:\ to Z:\
3. Rewrites files' content with meaningless data
4. Terminates all processes except itself. System becomes 

unresponsive and crashes



Data wiper component

File extensions meant for deletion. The uncommon ones are files used in ICS
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Additional tools

• Self-written port scanner tool

• DoS tool targeting Siemens SIPROTEC devices, using CVE-
2015-5374 exploit (this is how protective relays were 
supposed to be disabled). It sent 18-bytes UDP packets to 
port 50000 to a hardcoded IP.



Conclusion
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